Abstract. With quick developments of new application patterns and network technologies, network anomalies have an important impact on network operations. How to accurately detect network anomalies has become the hot topic in current communication networks. This paper proposes a new detection approach to diagnose the anomaly in network traffic. Firstly, we use the Bayes learning theory to describe network traffic properties. By the learning process, normal network traffic can correctly be modeled. Secondly, the feature extraction is used to differentiate abnormal network traffic from normal huge traffic. Thirdly, the detail detection algorithm is presented to find the anomalous component in network traffic. Finally, we carry out the detailed simulation experiments. Simulation results indicate that our approach is effective.
anomalies in communication networks [7] . Accordingly, a period signal model could accurately to detection and diagnose abnormal network traffic. Additionally, the detection method for multimedia traffic was also presented to guarantee network performance [8] . A new detection approach was proposed to find out abnormal network events [12] [13] [14] [15] . To effectively detect abnormal network traffic, the spectral kurtosis theory was used to diagnose abnormal network traffic [16] . Dynamic detection technologies were presented to find and identify abnormal dynamic traffic flow in communication networks [4] . The information theory analysis method was effectively used to extract anomalous network traffic components [17] . However, these approaches still hold the larger detection errors. This motivates us to research the new method to detect network traffic anomalies.
This paper presents a new method to detect the anomaly parts in network traffic. Our approach uses the Bayes learning theory to describe the normal network traffic and build the corresponding normal traffic model. Firstly, we regard network traffic as a dynamic Bayes random process. The corresponding Bayes theory model is used to characterize network traffic. Secondly, to accurately model network traffic, we describe the network traffic modeling problem as a Bayes learning process. By the Bayes learning, we can effectively capture the dynamic nature in normal network traffic. In such a case, we can accurately build the correct network traffic model for normal situation. Accordingly, we simplify the complex network traffic modeling issue into the simple Bayes learning process. To describe network traffic correlations in time domain, we transform network traffic sequence into a dynamic matrix according to the common destination of traffic flows. Then each row of dynamic traffic is used to perform the Bayes learning in the distribution way. The corresponding extracting process is carried out in the Bayes learning process. Thirdly, an appropriate detection threshold identification method is presented to find out the abnormal network traffic. At the same time, we also propose an anomaly detection algorithm to perform the accurate and effective identification of anomalous network traffic. Simulation results show that our approach is effective and feasible
The remaining of this paper is arranged as follows. We proposed our detection method in Section 2. In Section 3, we present the simulation results and analysis. Finally, we conclude our work in Section 4.
Problem Statement
For any network traffic, we can refer it as a random process in the time domain, namely { (1), (2),...} x x x = where ( ) x i (where 1, 2,... i = ) represents the value of traffic flow x at time slot i . Network traffic x follows the normal process distribution as follows:
where μ and δ are the mean value and variance of the normal process X .
Generally, network traffic ( ) x t at time slot t is correlated with network traffic ( ) x z (where 1, 2,..., z t t t n = − − − ) before time slot t . In such a case, the Bayes theory is used to describe and model network traffic at time slot k as follows: ( 2),...) ( ( 1), ( 2),...)
Without loss of generality, we only take into account the correlations of network traffic of 5-time slots before with the current network traffic. This is reasonable because network traffic holds strongest correlations with network traffic of several time slots closest to current time slot. In contrast, selecting network traffic of the 5-time slots is appropriate and computationally simple. Therefore, Equation (2) can be converted into: ( 1), ( 2),..., ( 5)) ( ( ) | ( 1), ( 2),..., ( 5),) ( ( 1), ( 2),..., ( 5))
Equation (3) can effectively describe the dynamic traffic of each network flow. However, different network flows hold the larger correlation in space. Particularly, network traffic of flows with common destinations exhibits larger space correlations. Thereby, we arrange network traffic with common destinations into a row to construct an information matrix about network traffic. Network traffic of all flows in the network can be denoted as { ( ) | , 1,2,..., } ij u u t i j n = = and n is an integer. Then we attain a new matrix as follows:
Each low in Equation (4) holds the common destination. The traffic of these flows has the stronger space correlations, while they are independent in time. Therefore, we jointly analyze the traffic of each low in the matrix in Equation (4). The following equation can be obtained:
ˆ( ) ij u t in Equation (5) is a function with respect to μ and δ for network flows from 1 i f to in f . Equation (5) can be further denoted as:
According to Equation (6) , by the Bayes learning process in N network traffic samples, we can decide the value of 1 2 , 1 2 , ,..., , ,...,
In such a case, we build the model about normal network traffic. Accordingly, we construct the below detection process for the traffic of each network flow ( ) ij u t as follows:
Compute the variance of ( ) ij u t Δ in Equation (6) as follows:
We use the following anomaly identification method:
is anomalous if u t d u t is not anomalous if u t d
According to Equation (9), we can perform the detection process for network traffic in time. Equations (5)- (9) show our detection approach for the dynamic network traffic. Now, we propose our detection algorithm. The steps of our algorithm are as follows:
Step 1: Give network traffic { ( ) | , 1,..., } ij u u t i j n = = , the number N of traffic samples.
Step 2: According to Equation (4), construct the information matrix ( ) U t about network traffic. Let 1 j = .
Step 3: For row i in the information matrix ( ) U t , according to Equations (1) 
Step 5: If i n < , let 1 j j = + and go to back Step 3. Step 7: According to Equation (6) , attain the estimation ˆ( ) ij u t of network traffic ( ) ij u t .
Step 8: Through Equation (7), compute the deviation
Step 9: By Equation (8) Step 11: If the detection process is finished, save the detection results to the file and exit. Or otherwise go back to Step 7 to continue the detection process.
Simulation Result and Analysis
Now we carry out the simulations to validate our detection approach for network traffic anomalies. In our test process, we inject anomalous network traffic into normal background network traffic at four different time slots of 400, 800, 1200, and 1400 with the duration of 50, respectively. We run 100 times simulation to attain the average detection performance for our detection method. The detection threshold in Equation (8) is established according to our detection algorithm. In our simulations, we discuss the model performance of network traffic built according to the Bayes learning process, and anomaly detection ability. We use the data from the real network to carry out our simulation process. In our experiment, we select the first 300 samples to build our traffic model. We construct a 20 20 × information matrix about network traffic to carry out joint analysis process. Figure 1 shows the Bayes learning results and relative errors for network traffic. Figure 1 (a) shows that our method can effectively estimate network traffic using the Bayes learning process, where the estimations follow the dynamic change of the real network traffic. Figure 1 (b) denotes that the estimation results of our method hold the small estimation errors. This indicates that our method can capture the network traffic nature and change. More importantly, we only use the first 300 time slots to build the model about network traffic, while we can attain the accurate estimations. This states that our method can effectively perform the feature characterization of network traffic. Figure 2 plots the network traffic without anomalies and with anomalies. From Figure 2 , we are able to find that there are no difference between normal network traffic and abnormal network traffic. The anomalous network traffic components hide in the larger normal network traffic, which is very difficult to find and diagnose. Figure 1 , we can find that for network traffic with anomalies, our method can effectively exhibit the larger deviations for the anomalous network traffic. Figure 4 shows the traffic anomaly detection using our method. To detection the anomalies, we smooth the deviations of network traffic, which can effectively embody network traffic deviation from normal components. Then we exploit the appropriate detection threshold to find out the anomalous network traffic. Figure 4 shows that our method can effectively detect diagnose the anomalous traffic.
Conclusions
This paper proposes a new detection approach to detect the anomaly components in network traffic, using the Bayes learning theory. By Bayes learning, we can describe the normal network traffic and build the corresponding normal traffic model. Through Bayes learning, we describe the network traffic modeling problem as a Bayes learning process. Then we can effectively capture the dynamic nature in normal network traffic. We transform network traffic sequence into a dynamic matrix according to the common destination of traffic flows so that we can describe network traffic correlations in time domain. Then each row of dynamic traffic is used to perform the Bayes learning in the distribution way. The corresponding extracting process is carried out in the Bayes learning process. We also propose an anomaly detection algorithm to perform the accurate anomalous detection for network traffic. Finally, simulations show that our method is feasible and effective for detecting anomalous components in network traffic.
